jit £)A2k jl\ &\ ^UOJ 



True Crypt g^j^ ^t^a^t t^ 1 * 2 ^ Oj^ 

IQaU jA\ £fi> SIlj 

_ JJ>A Jt Us JiU ^> 2 

f liltj jjiiuoJl fJJj Jp&Vb USjjUjjjI ^-aUjjII ^ jL CjjU^jj JaP jt jt^jJl Cfi f ^laS Alp 4j! gJJjjlt q^L^L <>j 



http://www.truecrypt-org/downloads 




.Sjj^aJl diA III jfSaj 



_ | TrueCrypt 



Volumes System Favorites Tools Settings Help 



Homepage 



Drive Volume 



Size | Encr yption alg orithm | Type 



mi: 

<^S: 
**T: 



Create Volume 



Volume 




Volume Properties, 
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Never save history 



Volume Tools... 



Wipe Cache 



Select File. 



Select Device. 



Mount 



Auto -Mount Devices 



Dismount All 



Exit 
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TrueCrypt Volume Creation Wizard 




TrueCrypt Volume Creation Wizard 

* Create an encrypted file container 

Creates a virtual encrypted disk within a file. Recommended for 
inexperienced users. 

More information 

C Encrypt 3 non-system partition /drive 

Encrypts a non -system partition on any internal or external 
drive (e.g. a flash drive). Optionally r creates a hidden volume. 

C Encrypt the system partition or entire system drive 

Encrypts the partition/drive where Windows is installed. Anyone 
who wants to gain access and use the system r read and write 
files r etc. r will need to enter the correct password each time 
before Windows boots. Optionally r creates a hidden system. 

More information about system encryption 



Help 



< Back 



Next :• 



Cancel 
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TnieCrypt Volume Creation Wizard 




Volume Type 

* Sta r d a rd Tru eCry pt volu me 

Select this option if you want to create a normal TrueCrypt 
volume. 



C Hidd en Tru eCrvpt volu ni e 

It may happen that you are forced by somebody to reveal the 
password to an encrypted volume. There are many situations 
where you cannot refuse to reveal the password [for example r 
due to extortion). Using a so-called hidden volume allows you to 
solve such situations without revealing the password to your 
volume. 



More information about hidden volumes 



Help 
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Cancel 
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Volume Location 
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Select File 



Never save history 




A TrueCrypt volume can reside in a file [called TrueCrypt container) r 
which can reside on a hard disk r on a USB flash drive r etc, A 
TrueCrypt container is just like any normal file (it can be r for 
example, moved or deleted as any normal file). Click 'Select File 1 to 
choose a filename for the container and to select the location where 
you wish the container to be created. 

WARNING: If you select an existing file r TrueCrypt will NOT encrypt 
it; the file will be deleted and replaced with the newly created 
TrueCrypt container. You will be able to encrypt existing files [later 
on) by moving them to the TrueCrypt container that you are about 
to create now. 



Help 




< Back 


Next > 




Cancel 
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_ I Specify Path and File Name 
Desktop ► 




4-f Search Desktop 



Organize ▼ 



New folder 



%f Favorites 
K Desktop 

flr Download;^ 
% Recent Pla^j^ F 

.j-g Libraries 
jj Documents 
J> Music 
b= Pictures 
H Videos 



L Computer 

File name: 




Libraries 
System Folder 



^^fflnWolder 

M Computer 

S^^fff System Folder 

Network 
Hp) System Folder 
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Save as type: All Files [*.*) 



* Hide Folder: 



Save _ Cancel 
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Volume Location 

| C : \JUsers I b esktop \iba ul^J I ^] Select File . . . 

I? Never save history 

A TrueCrypt volume can reside in a file [called TrueCrypt container) r 
which can reside on a hard disk r on a USB flash drive r etc. A 
TrueCrypt container is just like any normal file (it can be, r for 
example r moved or deleted as any normal file). Click 'Select File 1 to 
choose a filename for the container and to select the location where 
you wish the container to be created. 

WARNING: If you select an existing file r TrueCrypt will NOT encrypt 
it; the file will be deleted and replaced with the newly created 
TrueCrypt container. You will be able to encrypt existing files [later 
on) by moving them to the TrueCrypt container that you are about 
to create now. 
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Next > 



Cancel 



Next 



□ 



TnieCrypt Volume Creation Wizard 




Encryption Options 



Encryption Algorithm 



AES 
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Test 



FlPS^approved cipher [ftijndael r published in 1993) that may be 
used by U.S. government departments and agencies to protect 
classified information up to the Top Secret level. 256 -bit key r 
128-bit block r 14 rounds [AES -256). Mode of operation is XTS. 



More information on AES 



Benchmark 



Hash Algorithm 



RIPEMD-160 



I T | Information on hash algorithms 
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Cancel 
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Volume Size 



[T~ C KB C MB F GB 

Free space on drive C:\ is 38.50 GB 

Please specify the size of the container you want to create. 

If you create a dynamic [sparse -file) container r this parameter will 
specify its maximum possible size. 

Note that the minimum possible size of a FAT volume is 292 KB. 
The minimum possible size of an NTFS volume is 3792 KB. 



Help 



< Back 



Next 




Cancel 
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Volume Password 



Password: 



Confirm: 
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J" Use keyfiles 

J" Display password 



Keyfiles... 



It is very important that you choose a good password. You should 
avoid choosing one that contains only a single word that can be found 
in a dictionary [or a combination of 2 r 3, or 4 such words). It should 
not contain any names or dates of birth. It should not be easy to 
guess. A good password is a random combination of upper and lower 
case letters r numbers r and special characters r such as @ -"■ = S * + 
etc. We recommend choosing a password consisting of more than 2D 
characters [the longer r the better). The maximum possible length is 64 
characters. 



Help 




<Back 


Next > 




Cancel 
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Volume Password 



Password: 
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Confirm: p^wT" 

\~ Use keyfiles 

I? Display password 



Keyfiles. 



It is very important that you choose a good password. You should 
avoid choosing one that contains only a single word that can be found 
in a dictionary [or a combination of Z r 3, or 4 such words). It should 
not contain any names or dates of birth. It should not be easy to 
guess. A good password is a random combination of upper and lower 
case letters r numbers r and special characters r such as @ A = $ * + 
etc. We recommend choosing a password consisting of more than 20 
characters [the longer r the better). The maximum possible length is 64 
characters. 



Help 




< Back 
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Cancel 
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TnieCrypt Volume Creation Wizard 



|. Erro r: P a sswo rd must contain only ASCII c h a ra cters. 

Non-ASCII characters in password might cause the volume to be 
impossible to mount when your system configuration changes. 

Thefollowing characters are allowed: 

! ,, #S%& , ()*-H,-./0 123456789:;< = >?©ABCDEFGHI 
JKLMNOPQRSTUVWXYZ[\] A _^abcdefghijklmnop 
q rstuvwkyz{ | ]■ - 
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Volume Password 



Password: gh Ygi Ygh hggi 



Confirm: I gh Ygi Ygh hggif 



\~ Use keyfiles 
Display password 



Keyfiles. 



It is very important that you choose a good password. You should 
avoid choosing one that contains only a single word that can be found 
in a dictionary [or a combination of Z r 3, or 4 such words). It should 
not contain any names or dates of birth. It should not be easy to 
guess. A good password is a random combination of upper and lower 
case letters r numbers r and special characters r such as @ A = $ * + 
etc. We recommend choosing a password consisting of more than 20 
characters [the longer r the better). The maximum possible length is 64 
characters. 



Help | <Back Next > ' Cancel 
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WARNING: Short passwords are easy to crack using brute force 
techniques! 

We recommend chcc:ing a password consisting of more than 20 
characters. Are you sure you want to use a short password? 
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Volume Fonnat 



Options 



Filesystem |FAT ▼! Cluster | lil5?ifflil ▼] f Dynamic 



Random Pool: 5ACE8C1F88E3B9B3A00A5308D30A31CB P 
Header Key: 
Master Key: 



Abort 



Done 





Speed 




Left 



IMPORTANT: Move your mouse as randomly as possible within this 
window. The longer you move it r the better. This significantly 
increases the cryptographic strength of the encryption keys. Then 
dick Format to create the volume. 



Help 




< Back 


Format 


Cancel 
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Volume Fonnat 



Options 



Filesystem |FAT Cluster | Default _ f" Dynamic 



Random Pool: A192U243£74AFE3EAEE-llt:QCE146112B P 
Header Key: E456004DC7A159CE752333I'327362996 . . . 
Master Key: 3FGC74E8A68AE69B0GS22DDF5E30GA4E. . . 




57.431% Speed 73.5MB/5 Left 



IMPORTANT: Move your mouse as randomly as possible within this 
window. The longer you move it r the better. This significantly 
increases the cryptographic strength of the encryption keys. Then 
dick Format to create the volume. 



Help 




< Back 


Format 




Cancel 
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Homepage 
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Size | Encr yption algorithm | Type 
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Create Volume 



Volume 
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Volume Properties. 



Wipe Cache 
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Select File... ^\ 


[7 Never save history 






Volume Tools, 


Select Device... ^ „ 
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Mount 



Auto -Mount Devices 



Dismount All 



Exit 



Select a TrueCrypt Volume 



\ w I C Desktop ► 



4-f Search Desktop 



Organize ▼ 



New folder 



Favorites 
E Desktop ^ 
j]. Download!/^ 
-■ Recent Placi 
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H Videos 
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Filename: 'La\£.JjJL\ iz^^s 
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All Files [V] 
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Drive Volume 



Size | Encr yption algorithm | Type 
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<^M: 

WO: 
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^T^ 



Create Volume 



Volume Properties. 



Volume 
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Volume Tools. 



Wipe Cache 



Select File. 



Select Device. 



Mount 



Auto -Mount Devices 



Dismount All 



Exit 



Mounts 



Enter password for C:\User s|" [ iDesktop\4J6l^ Jjtl 'iz^np 



Password: gh Ygi Ygh hggi OK -^^1 

I ^|\_J 

\~ Cache passwords and keyfiles in memory Cancel ^ | 

W Display password 

I - Use keyfiles Keyfiles... Mount Options. .. | 
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Volume Properties... 
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Volume Tools. 



Wipe Cache 



Select File. 



Select Device. 



Dismount 



Auto -Mount Devices 



Dismount All 



Exit 
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Date modified Type Size 



Thisfolder is empty. 
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Customize this folder... 
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Undo Rename 


Ctrl+Z 
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Volume Properties. 
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Volume Tools. 



Wipe Cache 



Select File. 



Select Device. 




Auto -Mount Devices 



Dismount All 
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Check Filesystem 
Repair Filesystem 

Add to Favorites... 

Add to System Favorites.. 

Properties... 
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Select File. 



Volume Tools. 



Select Device. 



Dismount 



Auto -Mount Devices 



Dismount All 



Exit 
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TrueCrypt Setup 7.0 



Wizard Mode 

Select one of the modes. If you are not sure which to select use the default mode. 




r Install 



Select this option if yoij want to install TrueCrypt on this system. 



'■* Extract 



J 



If you select this option r all files will be extracted from this package but nothing will be 
installed on the system. Do not select it if you intend to encrypt the system partition or 
system drive. Selecting this option can be useful r for example r if you want to run 
TrueCrypt in so-called portable mode. TrueCrypt does not have to be installed on the 
operating system under which it is run. After all files are extracted r you can directly run 
the extracted file TrueCrypt.exe 1 [then TrueCrypt will run in portable mode). 



TrueCrypt Installer 
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Cancel 
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Are you sure you want to extract the file: 7 



Yes 



No 



Yes^i^ 
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Extraction Options 

Here you can set various options to control the extraction process. 




Please select or type the location where you want to place the extracted files: 



If the specified folder does not exist, it will be automatically created. 



Open the destination location when finished 
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Cancel 



Browse for Folder 



Select destination directory 
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